
 
Introduction to Cybercrime 
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Fall 2018 
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Course Overview: This class provides insight into the role of technology as a facilitator between the social 
relationships of criminals and criminal networks, the types of cybercrime, and the global investigation and 
detection of cybercrime. Topics covered include theory and methodology, computer hacking and 
malware, digital piracy, intellectual theft, economic crime, online fraud, pornography and online sex 
crime, cyber-bullying and cyberstalking, and law enforcement response to cybercrime. 
 
Objectives: 

1. Students will become familiar with how technology has become a landscape for crime, how law 
enforcement is challenged to keep up with offenders, the issues surrounding security and privacy, 
and the future of cybercrime, technology, and policy. 

2. Students will understand computer hackers and hacking; malware and computer attacks; digital 
piracy and intellectual property theft; economic crimes and online fraud; pornography, 
prostitution, and sex crimes; child pornography and sexual exploitation, cyberbullying, online 
harassment and cyberstalking; online extremism, cyberterrorism and cyberwarfare; cybercrime 
and criminological theories; digital forensics; and cybercrime in the future. 

3. The course will allow students to have a foundation of what cybercrime is, how it is policed, and 
how it affects theory and policy. 

 
Readings: 

Required Book:  
Cybercrime and Digital Forensics, Second Edition, Thomas J. Holt, Adam M. Bossler, and Katheryn 
C. Siegfried-Spellar 

Articles: 
Articles/podcasts/videos will be posted in Sakai (referenced as “posting(s)”) in the Course Outline. 
These media enhance learning and are mandatory when assigned.  

If guest speakers are available, they will be announced during the semester. However, reading 
assignments will still be due on the date assigned. 
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Course Outline: 
 
Lecture Topics and Reading Assignments* 
9/10/18 Course introduction – Presentation of the syllabus, readings and requirements 
 
9/17/18 Chapters 1 (“Technology and Cybercrime”) and 2 (“Law Enforcement, Privacy, 
  and Security in Dealing with Cybercrime”); posting(s)+ 
 
9/24/18 Chapters 3 (“Computer Hackers and Hacking”) and 4 (“Malware and Automated 
  Computer Attacks”); posting(s) 
 
10/1/18 Chapters 5 (“Digital Piracy and Intellectual Property Theft”); posting(s) 
 
10/8/18 Chapter 6 (“Economic and Online Fraud”); posting(s) 
 
10/15/18 Exam I 
 
10/22/18 Chapter 7 (“Pornography, Prostitution, and Sex Crimes”); posting(s) 
 
10/29/18 Chapter 8 (“Child Pornography and Sexual Exploitation); posting(s) 
 
11/12/18 Chapter 9 (“Cyberbullying, Online Harassment, and Cyberstalking”); posting(s) 
  
11/19/18 Chapter 10 (“Online Harassment, Cyberterror and Cyberwarfare”); posting(s) 
  Term Paper due 
 
11/26/18 Chapter 11 (“Cybercrime and Criminological Theories”); posting(s) 
  Oral Presentation of Papers 
 
12/3/18 Chapter 12 (“Evolution of Digital Forensics”); postings 
  Oral Presentation of Papers 
 
12/10/18 Chapter 15 (“The Future of Cybercrime, Terror, and Policy”) 
  Oral Presentation of Papers 
 
12/17/18 Exam II 
 
+”Posting(s)” are various media that will be posted on Sakai. They are supplemental to the text but can 
be modified as needed 
*Reading assignments are required on the date listed. Availability of guest speakers and the pace of 
instruction may require modifications. Students will be informed of any changes are expected to update 
the syllabus 
  



GRADING: 
 Quizzes    20 points 
 Participation   10 points 
 Term paper   20 points 

First Exam   25 points 
 Last Exam   25 points 
 Total    100 points~ 
 
~An extra 3 points may be added to the overall grade by doing an oral presentation of the term paper 
but this is not mandatory. 
 
The final grade will be assigned based upon the following scale: 

A = 90-100  
B+ = 85-89.9 
B = 80-84.9 
C+ = 75-79.9 
C = 70-74.9 
D = 60-69.9 
F = 59 and below 

 
Preparation: 
The assigned readings are the basis of class discussion each session.  Students are expected to have read 
the assigned text book chapters and other material prior to class. All reading assignments are due on the 
specified date. 
 
Attendance/Participation/Lateness: 

 Each student is expected to attend each class and arrive on time. If you expect to miss class, please 
use the University absence reporting website https://sims.rutgers.edu/ssra indicating the date 
and reason for your absence.  

 You will not receive full credit for the participation grade if you miss more than two classes or are 
consistently late for class. Full credit will be denied for lack of civility.  

 Students who miss a class are responsible for obtaining class notes.  I will not provide the class 
notes to students who miss class. I do not provide PowerPoint presentations. 

 All cellphones must be stowed away unless they are needed for a class activity. Laptops are 
authorized only for notetaking. Students observed using laptops for any other purpose will be 
denied the continued use of them. If anyone is seen using phones (except as needed for a class 
activity), they will be asked to leave the lecture. 

 
Exams/Quizzes 
Quizzes and exams will be comprised of information from class lectures, media presentations and reading 
material. All exams and quizzes start on time and anyone who arrives late will not be permitted to take 
the quiz or exam.  

 All quizzes are unannounced but should be expected each class. There are no make-ups for 
quizzes.  

 For exams, I do not provide study guidelines.  Exam reviews will briefly provide areas of focus but 
all material in the course (readings, lectures, media, etc.) is considered within the scope of the 
exam. 

https://sims.rutgers.edu/ssra


 
Term Paper: 
Term Paper: The research paper for this course is a research paper of at least five pages in length, intended 
to focus on the offender in the field of criminal justice. The paper should not exceed seven pages. The five 
pages are of content, exclusive of references, tables, etc. ALL PAPERS MUST BE PRINTED and TURNED IN 
ONTIME.  
 

 You will submit a one-paragraph topic/outline or summary on or before class Monday, October 
1, 2018. The outline will include the topic and what aspect of the topic to be explored.  

 Papers (5 to 7 pages) are due Monday, November 19, 2018 and must be on the approved topic. 
The paper rubric is attached. 

 
Some ideas for topics are at the end of these syllabus but are not mandatory. The focus of the paper 
should focus issues in cybercrime. 
 
As stated above, for extra credit of three points addition to the overall grade, students can do a 3-to-5-
minute presentation of their term paper. This can take place on any of the following dates (upon advanced 
notice):  11/26/18, 12/3/18, and 12/10/18. 
 
Make-Up Exam:  
Make-up exams are a privilege that may be granted only under extenuating circumstances at the 
discretion of the professor. Make-up exams will be contingent upon a legitimate, bona fide excuse (such 
as death in the family, debilitating illness, emergency) that is presented prior to the test period (in almost 
all cases). The make-up exam will be given immediately upon cessation of the condition that caused the 
student to miss the exam. Failure to take the make-up as scheduled will result in a zero grade.  
 
Cheating: 
Do not do it.  Sanctions for cheating and plagiarism will be levied in accordance with the University Policy 
in Academic Integrity.  Each student should review the policy at http://academicintegrity.rutgers.edu/.  
Suspected cases of policy violations will be reported to the Department Chair and to the appropriate Dean.  
 
Special Accommodations: 
Students with disabilities who need special accommodations for this class are encouraged to meet with 
the professor or the appropriate disability service provider on campus as soon as possible. To receive 
accommodations, students must be registered with the appropriate disability service provider on campus 
and must follow the University procedure for self-disclosure. Students will not be afforded any special 
accommodations for academic work completed prior to disclosure of the disability and completion of the 
registration process with the appropriate disability service provider on campus. 
 
If you need special accommodations, you need to let me know immediately and not at the time of the 
exam. 
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Introduction to Cybercrime 
Fall 2018 
Term Paper due 11/19/18 
Grading Rubric 
01:202:497:80 
 

Spelling and 
Grammar 
 
No paper 
submitted. 
0 points 

20 or more 
spelling and 
grammar 
errors 
 
0 points 

11 to 20 
spelling and 
grammar 
errors 
 
1 point 

4 to 10 
spelling and 
grammar 
errors 
 
2 points 

0 to 3 
spelling and 
grammar 
errors 
 
3 points 

Content pages 
 
No Paper 
submitted 
0 points 

2 or less 
Content Pages 
 
 
0 points 

3 pages 
Content Pages 
 
 
1 points 

4 pages; 8 or 
more  
Content Pages 
 
2 points 

5 to 7 
Content Pages 
 
 
3 points 

 

Content: No Paper 
submitted on 
11/19/18. 
 
 
 
 
 
 
 
 
0 points 

Poor conceptual 
continuity. Paper is not 
grounded in existing 
research on the topic. 
Paper is not written in 
an organized manner 
with an introduction, 
body and conclusion. 
 
 
 
5 points 

Conceptual continuity 
is evident. Paper is 
grounded in existing 
research on the topic. 
Paper is written in an 
organized manner with 
an introduction, body 
and conclusion. 
 
 
 
10 points 

Conceptual continuity 
enhances the paper. 
Paper is grounded on 
the topic. Paper is well 
written in an organized 
manner with an 
introduction, body and 
conclusion. Paper 
promotes continued 
research on the topic. 
 
14 points 

 
The maximum score for the term paper is 20 points.  
 
Two points will be removed if the topic/outline or summary is not handed in. Two points will be removed 
if the paper turned in is not on the approved topic. 
 
All papers are due on or before Monday, November 19, 2018. All papers not received by that date will 
receive a zerofor the assignment. 
 
NO LATE PAPERS WILL BE ACCEPTED. All papers must be printed. 
  



Some possible (but not mandatory) topics: 
1. Pick a cybercrime and analyze it.  What makes it a crime? How was it detected? What was the 

outcome? 
a. Dred Pirate Roberts and the Silk Road website 
b. Paras Jha and Mirai Botnet 
c. Andrew Auernheimer and “Goatse Security” 
d. Aziz/Arshad and LinkedTel 
e. Albert Gonzalez and Shadowcrew.com 
f. Vladmir Levin and the first online bank robbery 
g. Edward Snowden and WikiLeaks 
h. Chelsea Manning and WikiLeaks 

2. Hacktivists.  What are they?  What are their goals?  Why do they learn to hack? Are their actions 
justified? What is a black hat hacker versus a white hat hacker? 

3. Anonymous. What are they?  Who are they?  How do they select their targets? Are they 
criminals or heroes?  Are they still relevant? 

4. 4/chan. What its history? How is it connected to cyberbullying and online harassment? What’s 
it connection to extremist groups? 

5. How did ISIS (or another extremist group) use social media to recruit, expand, justify itself?  
How were others inspired by its material to self-radicalization and terrorism? 

6. Stuxnet.  What’s its history?  Who used it? How was it used? What was the outcome? 
7. Virtual Globe Taskforce.  What is it? What does it do? How does it do what it does? Are there 

any privacy or First Amendment concerns? 
8. Gamergate.  What is it?  How did it evolve?  What’s its implication for online harassment and 

cyberbullying? What are its current ramifications? 
 

 


